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Install the SecureMe browser guard
Chrome, Edge, Brave and Firefox on Windows, Mac and Linux.

What the browser guard does
It is the part of SecureMe you actually see. It checks each link before it opens and shows a clear warning
instead of a dangerous page.

• Holds every link to another website for a moment while it is checked: in Outlook on the web, Gmail,
WhatsApp Web and on any page.

• Stops dangerous pages and explains why in plain words.

• Warns on fake sign-in pages before you type a password.

• Lets you message your security team and approve or decline a remote-support request.

• It never reads your messages. Only the address of the link you click is checked, and the part of an
address after "?" never leaves your browser.

The stop screen. Nothing was opened; your device is safe.

If your company installs it for you
On company-managed computers the browser guard appears by itself in Chrome and Edge and connects
to your company automatically. You do not need to do anything. Look for the SecureMe shield in the
browser toolbar.

Install it yourself

1 Download and unzip
Download SecureMe-1.0.6-Browser-Guard.zip from https://secureme.realdatatech.ae and extract it
to a place you will keep, for example Documents.
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2 Open the extensions page
In Chrome type chrome://extensions in the address bar. In Edge type edge://extensions. Switch on
Developer mode.

3 Load it
Click Load unpacked and choose the folder browser-guard inside the extracted folder.

4 Connect it to your company
The SecureMe settings page opens. Enter the server address, your enrolment code and your name,
then click Connect:

https://secureme.realdatatech.ae

YOUR-CODE

5 Pin it
Click the puzzle icon in the toolbar and pin SecureMe, so you can see messages from your security
team.

A copy installed this way does not update itself. When your administrator announces a new version, download
the zip again, replace the folder and click the reload arrow on the extensions page. Copies installed by your
company update automatically.

Firefox (for IT teams)
Firefox uses a separate add-on, included in the Browser Guard zip as the folder browser-guard-firefox
and the file secureme-browser-guard-firefox.xpi. It needs Firefox ESR 128 or later.

1 Test on one computer
Open about:debugging#/runtime/this-firefox, click Load Temporary Add-on and choose
manifest.json inside the browser-guard-firefox folder. Then connect it the same way (server
address, enrolment code, name). A temporary add-on is removed when Firefox closes — this is only
for testing.

2 Deploy it permanently
Firefox installs only signed add-ons. Choose one of two ways: (a) sign
secureme-browser-guard-firefox.xpi once at addons.mozilla.org under Submit a New Add-on >
On your own site (unlisted / self-distribution), then host the signed file and install it; or (b) push the
add-on with a Firefox enterprise policy (policies.json / Group Policy, the ExtensionSettings policy)
so it installs and locks on every managed computer.

The Firefox add-on protects the same way as the Chrome one: it checks links, warns on fake sign-in pages and
carries the company block list. Signing is a one-time step per release and is done with your organisation's own
Mozilla account.

Check it worked
Type this harmless test address into the address bar. You should see the red stop screen:

http://micros0ft-login.example

Using it
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• Go back to safety returns you to the page you were on.

• I think this is a mistake asks your security team to review the link.

• Open it anyway appears only on amber warnings, never on red stops.

• Click the SecureMe icon to check a link before opening it, to read messages from your security team, or
to reply.

Remove it
On the extensions page, click Remove on SecureMe Browser Guard. Company-installed copies can only
be removed by your administrator.

Help and emergencies
In an emergency (a password typed into a fake page, a payment made to a fraudster, a computer
behaving strangely): in the browser guard click Emergency: get help now. It goes to the top of the
SecureMe security team's screen.

For anything else, email support@realdatatech.ae or use Contact support at the bottom right of
https://secureme.realdatatech.ae. If a step fails, copy the exact message you see and include it.


